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Introduction
Current discussions on security on the Internet mostly revolve around the necessity and
limits of public action in the face of a decentralised and privately owned or operated
space [1, 2]. Unsurprisingly, the question of public authority particularly comes to the
fore in matters of security. The original vision of an entirely self-regulated as well as
resilient, decentralised Internet has come under severe stress due to structural vulnerabilities beyond the reach of any individual actor [3]. These vulnerabilities are increasingly exploited by a growing number of harmful actors, which are also increasingly
putting their services and malware products on sale and wide access. This calls for
more multi-faced and coordinated governance approaches to improve security on the
Internet that is typically termed ‘cybersecurity’ [4].1 In short, to provide cybersecurity
public and private actors clearly need to engage with each other [5]. This is reflected in
a growing number of policy initiatives and public declarations that underline the value
of Public Private Partnerships (PPP) for increasing or providing cybersecurity [6]. Such
partnerships are also critical site to translate broad or ambiguous conception of
cybersecurity, which may have reinforced the trend towards an ever more
encompassing securitisation of contemporary Western societies, into daily practices.
However, the interaction or partnership between public and private actors for cybersecurity can take many institutional shapes and forms (see also Bures in this issue), which
remain obscured by an overly encompassing and ambitious political rhetoric [7]. One can
1
One should, however, that there are alternative framings of technical IT security and problems with the
general label of Bcyber^, which will be briefly taken up below.
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point to considerable gaps between public rhetoric and practice of security cooperation
with private actors [8] - or see this cooperation as comprehensive Bdataveillance^ [9],
whereby public actors access a hitherto unimaginable depth of information that consumers are structurally inclined to provide in exchange for free online services and
software applications. For instance, the NSA scandal has revealed substantial evidence
for public-private collaboration, whereas the current debate on the legitimacy of strong
commercial encryption underlines that the relationship between Bnational security^ and
private authorities is at least as often fraught with tension and confrontation.
Even more broadly speaking, this relates to a fundamental conceptual and political
debate on the evolving nature of security governance (see editorial by Bures and
Carrapico), which has challenged conventional understandings of modern statehood and
foundations of public authority [10, 11]. In particular, the provision of security has been
traditionally understood as the first-and-foremost responsibility of the state, as the legitimate bearer of the monopoly on the use of legitimate violence, but increasingly involves
a much wider array of actors, be they companies, private individuals, civil society
organisations or international organisations. Networks of security governance can be
considered a functional adaptation to increasingly networked and transnational risks and
threats, such as terrorism or critical infrastructure failure, while also balancing some of the
problematic tendencies of state security apparatus by including a wider range of voices
and perspectives [12]. At the same time, security governance that moves away from public
authorities generates multiples challenges and critical questions [13–15], be it with regard
to the sheer number of actors at multiple levels (compare Biaumet and Aarstad in this
issue) or the exercise of coercive powers for profit (compare Saldivar in this issue).
Against this complex background, this paper does not stake out a clear position for
or against public-private cooperation for cybersecurity. It does not appear feasible or
realistic to disentangle the level functional interdependence and geographical extension
of security governance networks, especially in the area of information communication
technologies (ICT). Rather, it pursues a more modest, but – in our view – nonetheless
essential aim, namely to clarify our understanding and conceptualisation of the varied
forms and kinds of PPPs in the area of cybersecurity, especially in so far as it concerns
more regular and publicly known forms of cooperation. 2 It then applies this understanding to the case of the EU that arguably constitutes a representative, relatively
transparent and significant case for such regular kinds of PPPs for cybersecurity.
These steps reflect in two parts of the paper. First, we argue that ideal-typical PPPs
focus on operational provision or delivery of services - or policy implementation in a
broad sense -, in contrast to other forms of policy consultation, shared regulation and
interest representation. Furthermore, PPPs likely to benefit from formalised agreements
that specifies intended benefits or profits as well as the risks of the venture. Yet we also
note that the ICT sector exhibits some distinct characteristics, which may explain some
of the confusion about the possible meaning of PPPs. In particular, Bcyberspace^ and
the respective manifestations of Bcybersecurity^ play out at multiple levels and among
varied communities of practice, ranging from infrastructural issues to the management
of online content. A corresponding typology helps to map different actor incentives as
well as normative concerns with regard to the range of possible public-private interactions for cybersecurity. However, such an abstract representation necessarily glosses
2

In contrast to informal working arrangements for security and intelligence agencies
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over many important nuances and still needs to be situated in particular empirical
context.
With these considerations in mind, the second part of this article applies this
heuristic framework to survey the EU’s efforts to develop PPPs for cybersecurity [16,
17]. It has to be underlined that EU member states remain mainly responsible for the
provision of Binternal security^, which can include cyberspace, following the example
of technologically advanced North-Western European states, such as the UK, Germany
or the Netherlands. One can also point to wide variety of platforms, alliances and
initiatives for cybersecurity at European national as well as wider global levels,3
so that the EU does not necessarily take a central position in wider transnational governance efforts for cybersecurity. Yet the EU is building a wide
transnational regulatory regime on cybersecurity [18] and can exercise significant influence with regard to the large number of European states that have yet
to formulate respective policies, processes and structures. In particular, the EU
cybersecurity strategy extensively stresses the importance of public private
interactions for cybercrime and cybersecurity [19], while the EU’s recent agenda on internal security ([20], 20) argues that Bcooperation with the private
sector is also of critical importance, with public-private partnerships to structure
a common effort to fight online crime.^
Moving beyond these official declarations, the second part of this paper reviews the
internal differentiation and diversity of EU PPPs for cybersecurity. The EU has doted
itself with two agencies or centres that can participate in more regular administrative or
operational aspects of cybersecurity, namely the European Network Information Security Agency (ENISA) and the EC3 cybercrime centre in EUROPOL. ENISA seeks
partnerships for improving the technical reliability and resilience of cyberspace or
critical information infrastructures, which are in private hands (compare Farrand and
Carrapico in this issue). In contrast, the EC3 seeks out more operational exchanges with
IT security companies in order to address cybercrime and complex threats, such as
botnets, in a more proactive manner. In addition, the EC3 and its host institution
EUROPOL seek to extend voluntary mechanisms for Internet content control with
private actors, which has recently given rise to the so-called Internet Referral Unit.
Related content control measures have given rise to a particularly critical discussion in
its own right, but may also be usefully be thought of as a variant of wider patterns of
PPPs for cybersecurity.
In conclusion, the proposed typology of public-private interactions helps to develop
more systematic and analytical arguments about the development or relative stagnation
of different kinds of PPPs for cybersecurity. It also underlines the need to focus
normative critiques on specific cooperation dynamics, such as information sharing
and active assistance, which need to be evaluated against wider legal and political
principles that the EU officially endorses. Finally, the conclusions also return to the
argument for more contractual or formalised PPPs, which should be evaluated in further
research on the dynamically evolving relationships between public and private actors in
the cyber realm.

3
For instance, https://www.icspa.org/ or https://www.ncia.nato.int/NewsRoom/Pages/140918-NATOlaunches-Industry-Cyber-Partnership.aspx
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Towards a more structured conceptualisation of PPPs in cybersecurity
Public private partnerships in ICT
The rise of public private partnerships - as one component of the so-called New Public
Management and more neoliberal models of the role of the state – initially grew out the
privatisation of public infrastructure and as a means for attracting private resources for
further public construction projects [21]. As the next logical step, PPPs spread to the
management and general provision of public services that are based on these infrastructures, such as hospitals, schools or even prisons [22]. Over the last two decades this
development has led to an extensive international debate on the merits and drawbacks of
PPPs [23]. For instance, opinions diverge on how far economic efficiency should remain
the main standard for assessing the merits of PPPs, or whether other values, such as
fairness and equity in access to public services can also be enhanced or at least
maintained in such contexts [24, 25]. Further critical questions are asked about the
accountability of both public and private actors, and the transparency of their mutual
agreements beyond formal administrative structures [26, 27]. Finally, one must also
recognise that different state traditions, or political cultures, influence respective assessments [28]. Alongside efforts for standardisation by international organisations [29, 30],
one continues to observe major cross-national differences in PPPs, including government support, dedicated institutions or agencies, laws, technical expertise [31] as well as
more informal norms, historically grown economic structures and societal values [32].
This level of empirical diversity as well as debate about relative merits may explain
why the term PPP is still often used without precision [33]. Nevertheless, mainstream
PPPs are typically based on an explicit or formalised agreement, which tasks private
actors with the provision of a public service, maintenance of infrastructure or new
construction project. Such PPPs should also specify matching responsibilities, profit
and risk sharing arrangements [34], which follows conventional economic reasoning on
the need for calibrated (financial) incentives and control instruments to align the
interests of self-interested rational actors [35]. However, standard commercial contracts
cannot address all potential problems of PPPs, especially in high-risk projects or with
regard to long-term partnerships agreements, so that there is a need for flexibility,
learning and adaptability over time [36]. Some analysts emphasise further demanding
and intangible standards for PPPs, whereby a shared sense of objectives, trust-based
relations and synergetic use of the capacities of both public and private actors beyond
cost considerations are the most central feature [37].
However, the main driver for the formation of typical PPPs are cost and efficiency
considerations – or related policy beliefs – among public authorities. As summed up by
Bovis [38]: BA common definition on public-private partnerships does not exist.
However, ….[t]he method of financing and the risk transfer from public to the private
sector are common features in different jurisdictions across the world...The principal
benefit from involving the private sector in the delivery of public services through a
public-private partnership format has been attributed to the fact that the public sector
does not have to commit its own capital resources...and that substantial transfer of risks
to the private sector offers value for money.^
Yet in the contemporary ICT sector the relations between public and private actors
exhibit distinct features [39]. Unlike many other key economic and societal

A typology of cybersecurity and Public-Private Partnerships

269

infrastructures, the internet is a dominantly private construct, at least since its extremely
dynamic spread and development since the early 1980s [40, 41]. This means that
classic PPPs for construction and service provision are comparatively rare - at least in
non-rural areas, advanced economies or with regard to standard infrastructures for
telecommunications [42, 43]. Instead, PPPs serve as broad rhetorical instruments to
influence private actors that operate, underpin and provide cyberspace, its logical
interfaces and content, tying in with wider political discourses on innovation, competitiveness as well as national security [7]. This has given rise to the situation whereby an
extremely wide range of policy initiatives, forums and consultation platforms in the
ICT sector have been labelled as PPPs [44], which adds to, or surpasses, the existing
definitional problems with conventional PPPs as outlined above.
In fact, when approaching the problem of security and safety in other infrastructure
and industrial sectors one would expect classic debates on the need for binding
regulations or liability rules versus considerations about economic competitiveness
[45]. The wide range of voluntary and private governance instruments – which go
under multiple labels, such as corporate social responsibility or, in the EU-context, the
open of method of coordination – are frequently reviewed as a potential alternative to
hierarchical regulation due to speed, flexibility, range and support from stakeholders in
implementation processes [46, 47]. And as mentioned in the introduction, this corresponds to general arguments about the benefits of security governance that breaks out
of the mould of the hierarchical security state. The classic counter-argument is to
highlight the necessary Bshadow of hierarchy^ to make soft law effective [48, 49] or to trace the evolution of soft law to increasingly hard regulation over time, as it
becomes evident that not all private actors make the necessary Bnon-productive^
investments into security [50].
Such familiar debates currently play out in the ICT sector, where the
growing regulatory ambitions of public authorities competes with longstanding private approaches to self-governance [51]. Most recently, this can
be illustrated by the European directive for Network Information Security [52],
which emulates and advanced various related national provisions on mandatory
security standards and reporting among relevant infrastructure providers and
dependent operators (see Farrand and Carrapico in this issue). 4 However, the
ICT sector continues to present particular challenges in terms of technical
complexity, speed of change, diversity of participants and transnational interdependence, so that conventional policy-making remains constrained or needs to
be complemented by alternative processes. Here one can refer the dynamically
growing literature on Binternet co-regulation^ between public and private actors
[53, 54] as well as the related notion of Bmulti-stakeholder governance^
[55–57], which is as often conflictual as cooperative. Therefore, we cannot
rule out, or delimit, the term PPP at this level of generality, but first need to
disentangle the specific institutional relationship involved as well as the characteristics of cybersecurity that should be advanced to clarify the forms of
cooperation in the context.
4

At the time of writing, the legislative proposal had gained political agreement from all EU institutions, but
was not formally concluded yet. See: https://ec.europa.eu/digital-single-market/en/news/network-andinformation-security-directive-co-legislators-agree-first-eu-wide-legislation
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Public-private cooperation and governance tasks for cybersecurity
Just as the notion of PPPs, Bcybersecurity^ is characterised by a lack of specificity especially when moving beyond technical understandings of information security that
focus on the confidentiality, integrity and availability of computer system.5 Arguably,
the cyber label has opened a discursive door that provides an ever more expansive
understanding of the shape and scope of the object to be secured, which may empower
public security authorities [58, 59] and affect the wider conduct of international
relations [60]. Precisely for this reason, it is useful to take a step back from highlevel debates and to sketch out a more applied perspective on cybersecurity that takes
multiple levels or dimensions of cyberspace into account.6 These levels and dimensions
are relevant to the analysis of PPPs as they are constituted by different actors or
professional communities with different incentives for cybersecurity. For instance, a
security engineer in a private company may rather consider himself part of a transnational community for a specific aspect of information security than responsible for
national cybersecurity [61], which – in turn – shapes the possible range or format for
respective partnerships.
To delineate the possible diversity of these communities, Choucri and Clark [62]
provide a useful heuristic, which extends technical notions of IT network and internet
architecture to broader social and information dimensions. Thus, cyberspace is constituted by, and cybersecurity plays out at,
1. the physical infrastructures layer (cables, IXP, etc.)
2. the layer of logical interfaces that are used to run and connect these infrastructures
3. the layer of content/information flowing across or being stored on these networks
and
4. the layer of users (individual as well as corporate) that operate or depend on these
systems.
The first two technical layers are critical to systemic cybersecurity, but are not
necessarily reliant on public intervention [63]. Due to economic interests in business
continuity, private companies that own, provide, manage or operate infrastructures for
cyberspace can be expected to make considerable investments in network reliability
and resilience. At the same time, information security experts and engineers have long
developed close networks for cooperating on technical issues that underpin the global
internet infrastructure on a global scale [64]. This explains why the respective efforts of
states and international organisations to regulate the infrastructural dimension of the
internet [65] continues competes with strong self-governance mechanisms by these

5

Information and computer scientist tend to prefer other more technical and precise concepts, such as
information security, which is composed of definable attributes of integrity, availability and confidentiality.
Security scholars, in contrast, have highlighted the dangers of Bsecuritizing^ the digital communications or
simply just ‘cyber’ and merging distinct issues of cybercrime, cyber-assisted crime with more state-centred
notion of security, which can legitimate Boffensive^ methods and the involvement of the military.
6
Again, we cannot go into the question whether cyberspace is a suitably precise analytical concept. For a
widely cited official definition, see http://www.dhs.gov/sites/default/files/publications/Cyberspace_Policy_
Review_final_0.pdf
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private actors 7 – at least in liberal states that publicly refrained from direct control,
while Western companies take on a matching central role [66].
The situation is at least as complex with regard to the second layer of applications.
Private and largely confidential expert networks have long exchanged information on
vulnerabilities and coding errors, not least as there is also a considerable reputational
issue towards customers. Users are thus being provided with free software updates and
vulnerability patches on a regular basis, even if the frequency with which this happens
– and the growing commodification of vulnerabilities - also fuels a critical discourse on
structural weaknesses and vulnerabilities of the commercial software market [67, 68].8
The most fundamental approach to full self-regulation in this area is the open source
movement that aims to provide better and more secure software on the basis of
voluntary, transparent and largely non-remunerated collaboration of programmers
around the globe. Conversely, there are also growing public efforts for certification
and regulation that establish product liability and security standards for software
providers [69, 70]. In a nutshell, the early catch-phrase that Bcode is law^, which can
be interpreted to mean that software code directly constitutes its own binding set of
rules and behavioural constraints, is being complimented by complex legal frameworks
for product regulation, especially when it comes to increasingly autonomous and
interdependent software-based systems.
When moving to the content and user layer, Internet Service and especially Content
Providers and Social Media Companies and other public-private interaction dynamics
move centre-stage [71]. A standard assumption is that these actors do not have a direct
commercial interest in public definitions of Bsecurity^ beyond their service continuity
and expanding the range of users [72, 73]. This can, but does not have to, imply
protecting their platforms and services from malicious actors, as far as these threaten to
highjack bandwidth or related technical service capacities, as in the case of botnets and
spam [74]. However, it is economically costly and technologically challenging to
implement more rigorous controls on exchanged content, while a conventional understanding of the internet would emphasise its Bend-to-end^ nature, i.e. the primary
responsibilities of senders and receivers rather than intermediaries of information,
and the corresponding Bneutrality^ or equality of data packages that flow across
network [75]. Furthermore, monitoring problematic (non-verbal) internet content cannot be fully automated at this stage, and therefore tends to require comparatively costly
human resources for reviewing flagged items. At the same time, it is clear that liberal
political systems require some degree of cooperation from these providers to maintain
legal norms about the limits of expression and the respect for human dignity [76].9 This
has led to complex trade-offs and variants between legal and voluntary governance
arrangements for content control [49, 77, 78], which briefly returned to in the second
part of this paper.
Finally, the fourth layer of users encompasses actor-centred, rather than technical or
data-driven, dynamics in cyberspace. This is necessarily a very broad residual category
7

For instance, http://www.ix-f.net/ixp-models.html. See also Farrand and Carrapico in this issue for a more
detailed discussion on the historical development from public to private management of critical infrastructures.
8
An especially controversial response to this challenge has been to create separate market incentives through
programs such as ‘bug bounties.’
9
Such as Bhate^ speech, weapons instructions, child sexual abuse material, etc.
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where one cannot clearly separate security-conscientious actors from the supposedly
rather passive and security-insensitive mass of (corporate or individual) users [79, 80].
Building on this layering and heuristic parsing of communities for cybersecurity, we
propose a cross-cutting differentiation between five broad areas or tasks of public
private interactions for cybersecurity. According to a descriptive functionalist logic 10
these tasks are: 1) the reliable provision of internet/ICT access; 2) the co-regulation of
technical security as well as of data handling; 3) the exchange of information on threats
and vulnerability; and 4) mutual assistance in addressing known threats or illegal
content in cyberspace. These tasks can be related to the previous critical discussion
on the possible meaning of PPPs. In particular, these tasks need to be applied across
various considerations of cybersecurity until here.
Concerning provision of service, it has already been mentioned that access to ICT
infrastructures and the internet (in the West) has largely been provided by the private
sector without formal requests from public actors, which limits the classic uses of PPPs
for construction. As also referred to above, market regulation, that deals with possible
externalities of economic activities, such as pollution, risks of accidents, eroding social
security, etc., can involve various forms of hard law and soft governance. This could be
likened to coordination in PPPs, but should - in our view – better be categories as other
forms of soft governance, such as co-regulation or corporate social responsibility. In
any case, in the area of ICT the initial bottom-up and non-governmental patterns of selfregulations that characterised the early days of the internet are increasingly replaced or
complemented by national and international legal instruments, 11 which will also be
illustrated in the second part of the paper.
The third task of information exchange between public and private actors, in
contrast, is closer to the notion of an implementation or service-oriented partnership.
Both public and private organisations should profit from up-to-date assessment of
specific cyber threats and vulnerabilities, while strategic data aggregation should help
to address more structural problems of under-investments in IT security. Such threat
awareness should alert potential targets of the substantial level of risk, even if they lack
specific experience with cyberattacks and consider themselves an unlikely target
[81–83]. Systems and processes for information sharing between public and private
actors should also cut down on response times to cyber incidents, which is especially
significant when moving beyond data-losses or -thefts towards potential outages of
major services (e.g. banking) and infrastructures (e.g. energy).
Nevertheless, public-private information sharing on cyber threats and incidents is
beset by various cooperation problems and challenging externalities [84, 85]. Among
other issues, it is mistaken to assume a general positive impact for all participants of
information-sharing exercises. Many actors apparently fear the reputational costs of, or
10

These functionally differentiated tasks or processes have been inductively derived by the authors from the
diverse social science literature on cybersecurity referred above. For reasons of space this differentiation
cannot be systematically related to wider theories of public (economic) regulation and security governance
here, but this may prove a worthwhile research agenda for the future. On the one hand, one could test whether
the proposed tasks are truly exhaustive and comprehensive in the area of cybersecurity. On the other hand,
more elaborate formal reasoning on collective action dynamics, such as with regard to the public good
qualities of information or reliable access, could be explored beyond the cursory remarks made below.
11
If one applies a broad or multi-level understanding of cybersecurity, this can range from questions of rights
management, privacy and data protection to secure communication protocol standards or product safety and
security.
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possible liabilities deriving from, breaches of their cybersecurity more than desiring the
rather diffuse benefits of strategic threat awareness [86]. This explains the trend away
from partnership towards mandatory public regulation and regulated institutional
processes for a Bduty to notify^ in cases of major ICT incidents [87].
Alternatively, the general risks of cyberattacks may not dominate over the specific
and costs for up-to-date mechanisms of protection. This can lead to collective problems
[88], such as free-riding behaviour where individual actors may see themselves as too
small to affect the wider level of IT security, so that they hope that other public players
or dedicated IT companies will address the most serious threats. In any case, public and
private actors are obviously extremely diverse, including global corporations, small and
medium enterprises, local governments, non-technical line ministries or dedicated
cyber units in defence ministries, just to name a few examples. As such, these actors
have very different levels of human resources and technical capacities for engaging in
cybersecurity (e.g.[89]). This explains why PPPs for information exchanges on cybersecurity mostly remain limited to comparatively exclusive clubs between major companies, be they infrastructure providers or global IT players, and dedicated cybersecurity authorities. In the US, this most clearly reflects in formalised and sector-specific
centres for cyber-information sharing.12
The fourth area of active collaboration in addressing cyber-threats concerns an even
smaller range of actors, but constitutes the most significant area for operational
partnerships. Specialised IT security companies have an active commercial interest to
buttress their visibility in the field, or may directly be tasked by public authorities for
the provision of cybersecurity. This will be illustrated further below with regard to the
EU cybercrime centre EC3, and may be conceptually related to the wider debate on
privatised security governance and policing [13]. Yet other corporate actors beyond IT
security firms may have a specific interest in operational cooperation with public
authorities. For example, financial services experience particular exposure to
cyberattacks and virtual thefts and therefore have a direct stake in respective criminal
investigations [90]. Internet providers and social media companies provide another
sector, where reputational costs of hosting extremist content has increasingly led them
to partner with public authorities for monitoring and take-downs.13
Yet such proactive forms of assistance can create several normative problems. On
the one hand, it is not clear in how far private actors have been drawn into ‘pragmatic’
cooperation that falls short of legal certainty and accountability for citizens, customers
and users. For instance, it may be easier for private providers to block reported content
than to develop a balanced assessment merit of each such request according to a
different national and international legal standards [91]. On the other hand, public
actors may be unduly empowered by drawing on private capacities to collect information that may then be used in criminal prosecutions or other executive actions [86].
A heuristic typology of PPPs for cybersecurity
To summarise these various considerations, we propose to a heuristic typology on
public-private interactions in cybersecurity. It has been argued, albeit briefly that PPPs
12
13

http://www.nationalisacs.org/#!member-isacs/jnog6
http://www.wired.com/2015/11/facebook-and-twitter-face-tough-choices-as-isis-exploits-social-media/
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in cybersecurity centre on information-sharing and active assistance, whereas basic
service provision mostly remains in private hands. 14 At the same time, processes of
internet co-regulation already constitute a highly complex issue are and should, at least
for analytical purposes, be kept apart from the notion of PPPs. Furthermore, different
layers of cyberspace reflect in different communities and incentives or disincentives for
public-private cooperation across these tasks. While infrastructural and technical levels
should not be excluded by definition, they tend to gravitate to the task of co-regulation
with public actors, as general rule-setting is most significant for structural cybersecurity
(Table 1).
As can be read from the following table, it is, therefore, the layers of content and
users, and the functions of information-sharing and active assistance, that constitute the
core of operational PPPs for cybersecurity. The table also indicates that other interactions as well as partnerships are possible. For instance, the NSA scandal highlighted
that active assistance and access provided by infrastructural providers has been a key
instrument for extensive intelligence collection. However, for reasons of space we
cannot discuss every possible typological field, while it is also one of the core aims of
the paper to provide more focus to the discussion on PPPs in cybersecurity. For these
reasons, we consider it justifiable to limit the following discussion and empirical
illustration to the identified Bcore^ fields of PPPs for cybersecurity. But different
reading and critique of the heuristic framework for focussing the link between PPPs
and cybersecurity are certainly possible and deserve further attention.

Surveying EU cybersecurity and public private partnerships
The two EU agencies ENISA and EUROPOL are the main public operational or
executive actors in the area of EU cybersecurity. Both actors are heavily dependent
on cooperation with private actors for their organisational success, and are supposed to
cooperate increasingly with each other. At the same time, they clearly have different
mandates and respective relationships with private actors. The following overview
therefore uses the typological differentiation with regard to the central tasks of PPPs,
namely information-sharing and active assistance, and sets in relation to the different
audience or layers that the two agencies appeal to.15 By providing a structured overview
of the types of relationships these organisations engage in, we hope to provide a clearer
picture of what cybersecurity partnerships in this area actually look like in practice.
ENISA
ENISA, the European Union Agency for Network and Information Security, is the
main organisation for structural cybersecurity, i.e. at the infrastructural and technical/
logical level. ENISA was founded in 2004 and has gradually established itself as a
leading provider of technical advice in Europe (see Farrand and Carrapico in this issue).
14

This point can be unlined by the fact that PPPs for a more secure internet provision at the infrastructural
level have not yet been funded in Europe, as illustrated by the failed idea of a BSchengen-net^ for secure data
transfers in Europe.
15
The typological fields are referred to in the respective subheadings of the different sections
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Table 1 The layers of content and users, and the functions of information-sharing and active assistance
constitute the core of operational PPPs for cybersecurity
Function
Layer
(communities)

Provision

Co-regulation

Informationsharing

Active assistance

Physical
Infrastructure
(Private
owners)

PPPs for physical
installation and
service provision

Rules for internet
exchange points
and cable
operators

exchanges on
mainly physical
vulnerabilities

Allowing access
to ICT
infrastructures
by security
services

Logical Interface Publicly supported
Technical standard(IT expert
research for
setting for network
community
privately provided
communication
and software
security standards
protocols and
providers)
reliability of
applications

Regular exchanges Public-private
on code errors,
cooperation to
exploits and
address
vulnerabilities
vulnerabilities
and incidents
(CERT)

Content/data
(Internet
service
providers,
social media)

Voluntary hosting of Multiple regulatory
Reporting of
public messages/
issues on content
problematic
propaganda/
management, data
content to
counter-narratives
protection, privacy
public
by private service
protection, Bregulated^
authorities
providers
access for security
(e.g. radical
services, etc.
websites)

Other actors
that use or
proactively
defend ICT
systems

Commercial
provision
of cybersecurity
products and
systems to public
authorities

Definition of users
with higher security
and reporting
requirements (e.g.
other ICT-supported
infrastructures)

Active filtering
and take-down
of content
beyond formal
regulatory
requirements

Active
Reporting on
collaboration
attacks and
in takedowns
malignant
and prosecution
actors, strategic
of malignant
threat awareness
actors

In particular, the agency produces a large volume of conceptual papers and organises
exercises, 16 workshops and expert meetings on cybersecurity. In 2013, ENISA was
given an expanded and permanent legal basis, which defined its organisational mandate
as follows ([92], 43): BThe Agency should contribute to a high level of network and
information security, to better protection of privacy and personal data, and to the
development and promotion of a culture of network and information security for the
benefit of citizens, consumers, businesses and public sector organisations in the Union,
thus contributing to the proper functioning of the internal market.^
In light of this, regular interactions across the public-private divide are clearly
essential to the work of ENSIA. At a very general level, this can be illustrated by the
inclusion of private representatives in the so-called permanent stakeholder group,
which should assist the management of ENISA after the last revision of its mandate.
17
But already well before, ENISA conducted extensive research on different models
and potential of PPPs in the ICT sector [93], which supports several arguments made in
16

ENISA has organised several annual major ICT incident exercises for EU member states that were triggered
official EU conclusions in the aftermath of the 2009 Estonian cyber-attacks. Assessments of these exercises are
limited to official document, where the large number of participants (500+) and positive resonance had
highlighted
17
See https://www.enisa.europa.eu/about-enisa/structure-organization/psg
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the first part of this article. Thus, the agency underlines that private actors are often
unwilling to share information on a voluntary basis and that formal agreements or
structures are necessary to ensure the operational usefulness of PPPs to both private and
public actors.
At the same time, the focus of ENISA on more infrastructural layers of cybersecurity
suggests that public-private interactions are more likely to take the form of coregulation for general standard setting or security certification. 18 This reflects in a
range of multi-stakeholder governance forums overseen by ENISA, such as the
BENISA Internet infrastructure security and resilience reference groupB, 19 and the
„Electronic Communications Reference Group (ECRG)B20 These groups interact with
other forums for technical self-regulation, mainly the International Standards Organisation (ISO), the European Electronic Standards Institute (ETSI, with MoU) and CEN
CELENEC for further industrial standards.21
ENISA also engages in a range of wider educational and awareness raising activities
that should stimulate greater cybersecurity investments among both public and private
actors. Aside from a so-called awareness raising community of ENISA – which seems
to have been discontinued after 2010 -,22 the largest coordinated effort is the so-called
cybersecurity awareness month, which includes various private organisations.23 However, these educations activities cannot be considered as sustained and substantial PPPs,
since its target audience is diffuse and participants are not expected to enter into more
regular relationships with ENISA.
PPPs for information sharing (logical and user layer)
For more substantial PPPs for cybersecurity, one can instead turn to private forums for
sector-specific information sharing and which have contacts to ENISA. Examples are
the so-called European Financial Institutes – Information Sharing and Analysis Centre
24
(EU-FISAC), or the so-called European Cyber Security Protection Alliance
(CYSPA), 25 which united both business and research institutions. A somewhat confusing array of additional private initiatives and platforms, such as the Internet Security
Alliance for Europe and the Security Alliance for Europe, also interact with ENISA and
comment on EU policy.26
However, the main PPP officially led by ENISA has been the so-called BEuropean
Public + Private Partnership for Resilience^ (or E3PR). This initiative emerged in the
context of a larger EU policy programme to increase the security of Critical Information
Information infrastructures (CIIP) [94]. The E3PR format generated a number of
18

See also Art. 3 of the EU regulation establishing ENISA (revised 526/2013)
https://resilience.enisa.europa.eu/internet-infrastructure-security-and-resilience-reference-group
20
https://resilience.enisa.europa.eu/ecrg
21
https://www.enisa.europa.eu/publications/articles/standards-for-cyber-security
22
https://www.cscan.org/openaccess/?id=213
23
http://www.enisa.europa.eu/activities/stakeholder-relations/nis-brokerage-1/european-cyber-securitymonth-advocacy-campaign
24
https://www.enisa.europa.eu/activities/cert/support/information-sharing/european-fi-isac-a-public-privatepartnership. This has been modelled on a corresponding US Forum with global reach. http://www.fsisac.com/
25
http://www.cyspa.eu/default.aspx?page=home
26
http://www.scmagazineuk.com/internet-security-alliance-to-launch-european-spinoff/article/382265/
https://ec.europa.eu/futurium/en/system/files/ged/safe_-_nis_and_the_dsm_07042015.pdf
19
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thematic working and expert groups that should exchange information on
relevant vulnerabilities and define policy options (compare Farrand and
Carrapico in this issue).27 However, the E3PR failed to generate tangible results
due to the diversity of stakeholders and avenues for action that could be
considered before the EU proposed a more specific legislative agenda [95].
Information sharing channels for CIIP issues remained highly fragmented in
Europe,28 particularly when aiming to address the cross-sectoral vulnerabilities
of infrastructures. A later official evaluation report of the E3PR underlined that
that multiple conflicts of interests with regard to the confidentiality of data or
prospect of costly mandatory security measures further hampered the emergence
of the desired partnership [96].
By 2013, the EU already debated the aforementioned NIS directive [52], which
should extend mandatory information sharing on cybersecurity incidents from telecommunications providers 29 to other critical infrastructure providers. Even before the
directive has been politically agreed on in December 2015, ENISA created the socalled NIS platform to succeed the E3PR. By mid-2015, the NIS platform listed more
than 200 members - with approx. 110 of them representing business interests -,30 and
had met at least five times. This indicates a substantial effort of public-private
networking.
Yet the terminological change from a partnership to a platform for private
industry is telling. Rather than promoting regular operational or administrative
cooperation, as we would expect in a classic PPP, the NIS Platform has worked
on a clearer agenda for co-regulation and related policy options. For these
purposes, ENISA created three working groups, namely on risk management,
information exchange and incident coordination and, finally, secure ICT research and innovation. Clearly, these tasks may also apply to operational PPPs,
but at the time of writing, the NIS platform has not reached beyond several conceptual
papers that were intended to prepare the implementation of the upcoming NIS directive.
31
This stakeholder consultation should also be viewed in wider international processes,
as reflected in a recent and first EU US meeting in that format. 32 In sum, the NIS
platform should mainly be regarded as a supporting process of regulatory governance of
critical infrastructures.

27

ENISA, 2012a. European Public + Private Partnership for Resilience. Activity Report 2012. Available at:
https://resilience.enisa.europa.eu/ep3r/2012-activity-report.
28
Compare also for an incomplete survey of information-sharing platforms across EU member states https://
resilience.enisa.europa.eu/nis-platform/shared-documents/wg2-documents/wg2-outcome-draft/at_download/
file.
29
This would hitherto be limited to some cases that are covered by the 2009 EU telecommunications
regulation (Directive 2009/140/EC). See https://resilience.enisa.europa.eu/article-13
30
Public authorities from 18 member state are taking part, while the rest is constituted by academic institutions
or experts See full list of members http://ec.europa.eu/transparency/regexpert/index.cfm?do=groupDetail.
groupDetail&groupID=2920&NewSearch=1&NewSearch=1
31
See https://resilience.enisa.europa.eu/nis-platform. Especially the second working group provide the most
detailed recommendations on how to differentiate, improve and link up the variety of information-sharing
initiatives for CIIP, see https://resilience.enisa.europa.eu/nis-platform/shared-documents/5th-plenary-meeting/
chapter-3-wg2_final-for-discussion-may-27-2015/at_download/file
32
https://resilience.enisa.europa.eu/nis-platform/shared-documents/eu-us-preliminary-workshop-comparingapproaches
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Active assistance (logical and user layer)
Yet one point to another area where ENISA may take on a more operational role for
cybersecurity with private actors already, namely via its support for Computer Emergency Response Teams (CERTs). CERTs33 have been developed since 2006 onwards.
At the time, a few member states had started to create such units in emulation of the US,
which pioneered this instrument already in 1990s [97]. By 2012, a separate EU CERT
has been created,34 while regular network activities and standardization of procedures
to coordinate the work of national CERTs were underway.35 The web presence of the
EU CERT further includes regular news items on cyber threats and vulnerabilities of
various applications.
These CERTs arguably constitute of boundary case for PPPs as defined for the
purposes of this paper. The leading US model is mainly public organisation, which
maintains close contacts with private business. 36 Various national CERTs in Europe
clearly have strong ties with the private sector37 – or conversely, CERTs of leading IT
providers, such as the German Telecom, maintain close contacts with the public sector,
including the EU level. 38 The EU CERT Mechanism similarly lists various private
companies and internet providers as Bpartners^ 39 for regular information sharing.
However, public authorities also increasingly seek to provide their own cyber response
capacities without having to partner with, or to rely on, private assistance. 40 For
instance, the so-called European Governmental Cert Group 41 and officially listed
partners of the EU-CERT are purely made up of public authorities, 42 while a recent
analytical paper uses the added qualifier of national CSIRTs (nCSIRTs), even if there
remain significant interfaces with private actors [97]. So formalised governance networks can only be made out among public sector CERTs. This interpretation of CERTs
as moving away from PPP should be tested in further comparative empirical research.
In sum, ENISA expresses strong support for public private partnerships for cybersecurity, but mainly acts as a facilitator for technical co-regulation and certification with
private actors (at the logical and infrastructure layer). ENISA organises stakeholder
consultations in relevant EU regulation on cyber and critical infrastructure, as in the
NIS Platform, and supports general awareness raising on cybersecurity among both
public and private actors. Yet there is limited evidence for more operational PPPs, as

33

Or computer security incident response teams in alternative European parlance (CSIRT), see https://www.
enisa.europa.eu/activities/cert/support/guide2/introduction/what-is-csirt
34
http://cert.europa.eu/cert/plainedition/en/cert_about.html.
35
For instance, one could point to frameworks for data sharing or best practice collection, see http://www.
enisa.europa.eu/activities/cert/support/data-sharing
http://www.enisa.europa.eu/activities/cert/support/fight-against-cybercrime/the-directive-on-attacksagainst-information-systems
36
https://www.us-cert.gov/about-us
37
http://cybersecurity.bsa.org/assets/PDFs/study_eucybersecurity_en.pdf
38
https://www.telekom.com/verantwortung/sicherheit/136918
39
https://www.enisa.europa.eu/activities/risk-management/events/enisa-workshop-on-eu-threat-landscape/
05PresentationStavrosLingris p-15
40
https://www.enisa.europa.eu/activities/cert/support/information-sharing/detect-share-protect-solutions-forimproving-threat-data-exchange-among-certs
41
http://www.egc-group.org/index.html
42
https://cert.europa.eu/cert//plainedition/en/cert_partners.html
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official CERTs increasingly focus on the specific internal or defensive needs of public
actors.
The EC3 and its public private partnership activities
In contrast, operational PPPs for serious cybercrime seem to be the quickly growing
domain of the EC3. As the EC3 has only been created in 2013, it does not surprise that
there is no academic literature on it yet. To date, one can only refer to a preparatory
feasibility study by the RAND consultancy [98] that highlighted the challenges, but
also the need for more coherent approach across European states in the fight against
cybercrime. The EC3 was also created in a climate of austerity and thus with a tightly
delimited budget, allegedly cutting into the human resource base of EUROPOL.
Nevertheless, the EC3 quickly emerged as a significant actor in various international
operations against botnets and serious cybercrime.43 This is underpins, and is reinforced
by, its intensive efforts to engage and partner with private actors.
Information sharing (users)
The EC3 has been flanked from the outset with two advisory groups, which included
private corporate actors. One group is constituted by representative from security
specialists, whereas the other gives a platform to the specific concerns of the financial
sector. According to the initial terms of reference for the security-focused group,44 the
advisory group should, among other tasks, influence the strategic priorities of the new
centre, inform various standards and define possible pilot projects for cooperation
between the Centre and private IT security companies. This kind of private-public
sector collaboration is not unusual in the IT security community and constitutes a
relatively common form of cross-sectoral engagement beyond institutional boundaries
[99]. Notably creation of these advisory groups does seem to be bearing fruit and there
is evidence of regular and intense cooperation between the EC3 and financial service
providers. A recent example is the cooperation of all major credit card providers in an
EC3 led global operation against fraudulent air tickets sales.45
Building on its advisory groups, the EC3 has signed numerous Memoranda of Understanding (MoU) with private actors in the two sectors. To date at least four MoUs have been
signed with financial actors or organisations,46 adding to a larger number of agreements with
IT security companies, such as Kaspersky,47 McAfee,48 Mnemonic,49 Microsoft (security
43

http://www.nttdata.com/global/en/insights/it-briefings/2015022401.html
https://www.europol.europa.eu/sites/default/files/publications/ec3_programme_board_-_tor_-_terms_of_
reference_and_mandate_of_the_advisory_group_on_internet_security.pdf
45
http://www.computerweekly.com/news/2240235526/Over-a-hundred-cyber-criminals-arrested-in-globaloperation
46
Barclays, ING Group, Citibank, the European Banking Federation, and the association for ATM Security
(EAST). See https://www.europol.europa.eu/category/news-category/agreements?page=1 and https://www.
european-atm-security.eu/tag/ec3/ and http://www.finextra.com/news/fullstory.aspx?newsitemid=27536
47
http://www.kaspersky.com/about/news/business/2014/Kaspersky-Lab-Broadens-Cooperation-with-BothINTERPOL-and-Europol
48
http://news.softpedia.com/news/Intel-and-Europol-Sign-Agreement-on-Fight-against-Cybercrime-465520.
shtml
49
http://www.eurosecglobal.de/europols-european-cybercrime-centre-ec3-and-mnemonic-co-operate.html
44
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branch),50 FireEye,,51 Group IB,52 AnubisNetworks,53 and the Shadowserver Foundation.54
The practice of such MoUs seems to reflect a wider trend in international cooperation, as
evidenced by comparable agreements of INTERPOL with Kaspersky.55 Microsoft, for its
part, embedded the signing of MoUs with a global effort and networking, including the US
and Latin America56 and invested in a corporate cybercrime centre.57 While the MoUs of the
EC3 are not public, they seem to follow a common template that covers the exchange of
Bstrategic^ threat information, wider statistical information on security trends and of professional expertise. As far as can be inferred from public news items, the MoUs are limited to
Bnon-operational^ information. 58 These exchanges should help private actors to enhance
their preparedness, while keeping the EC3 up-to-date on the latest security threats.
Active assistance (users)
The increasing formalisation of cooperation, such as in the form of a MoU, could be
expected in light of the general characteristics of PPPs discussed above, which pointed
to the use of explicit profit and risk-sharing arrangements. From an empirical perspective, this development could be related to current consultations by the European
Commission on the value of further contractual arrangements for PPPs in the area of
research for cybersecurity [100]. But this does not mean that the nascent EU arrangements for more operational assistance and partnerships in addressing cyber threats are
already well specified or mature. In particular, the distinction between general information exchange, which the MoU are supposed cover, and further operational cooperation is maintained in practice. There is increasing number of publicised cases of direct
cooperation of the mentioned IT companies with various European public authorities in
criminal investigations, takedowns of botnets 59 and eliminations of Trojans. 60 It is
50

http://iq-media.com/category/cybercrime/
http://www.thepaypers.com/digital-identity-security-online-fraud/europol-s-ec3-joins-forces-with-fireeyeto-better-detect-cybercrime/761040-26
52
https://www.europol.europa.eu/latest_news/europol-signs-agreement-group-ib-cooperate-fightingcybercrime
53
https://www.europol.europa.eu/newsletter/ec3-and-anubisnetworks-initiate-cooperation-fighting-malwarethreats
http://www.so-co-it.com/post/368648/anubisnetworks-and-europol-s-european-cybercrime-centre-signmemorandum-of-understanding-to-fight-international-malware-threats.html/
54
https://www.europol.europa.eu/latest_news/shadowserver-foundation-steps-cooperation-europol-combatcybercrime
55
http://www.kaspersky.com/about/news/business/2014/Kaspersky-Lab-Broadens-Cooperation-with-BothINTERPOL-and-Europol
http://www.informationsecuritybuzz.com/kaspersky-lab-broadens-cooperation-interpol-europol/
See on the joint EUROPOL INTERPOL MoU http://www.threatmetrix.com/interpol-has-new-nervecenterand-more-muscle/
And conference http://www.interpol.int/News-and-media/Events/2014/INTERPOL-EuropolCybercrime-Conference-2014/INTERPOL-Europol-Cybercrime-Conference-2014
56
http://iq-media.com/category/cybercrime/
57
http://news.microsoft.com/presskits/dcu/
58
https://www.european-atm-security.eu/tag/ec3/
https://www.european-atm-security.eu/tag/ec3/
59
http://blogs.microsoft.com/on-the-issues/2015/02/25/europol-takes-down-servers-used-by-cybercriminalsto-steal-financial-data/
60
http://www.2uzhan.com/police-security-firms-team-up-and-take-down-shylock-malware/ This particular
action even seems to have involved the British signals intelligence service GCHQ
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conceivable that general threat and vulnerability information provided by private actor
sufficed for a technical shutdown, but it is equally more than probable that personal
information of owners of IP addresses or computers would have been uncovered in the
process.
This ties in with the formation of the so-called J-CAT task force, which unites the
EC3, seven European national partners,61 the US, Canada, Australia and Colombia. The
task force founded in autumn 2014 as a pilot project for transnational cybercrime
investigations. 62 Although it is official constituted by public actors, participants also
highlight the contribution of IT security companies, such as Anubis, Symantec and
Microsoft, during operations [99]. The initial successes of the task force have created a
momentum to put this flexible forum on a permanent basis.63 Yet to date, there has been
no clarification on the legal framework and respective powers of the task force and its
associated private actors. Participants suggest that national legal frameworks and the
use of ‘lead states’ for specific investigations provide a pragmatic solution (ibid, 145).
This clearly reflects the perspective of security authorities that are interested in crossnational prosecutions, but needs to be critically evaluated by other judicial or civil
society actors. Data protection issues or decisions on the appropriate legal basis for
persecuting individual actors remain to be addressed based on transparent and consistent rules, rather than by ad hoc decisions which state, legal framework or cooperation
arrangement with private actors could be brought to bear in a given instance.
Information sharing & active assistance (content)
The final and perhaps most controversial development of public-private cooperation
and partnership for cybersecurity equally falls between the cracks of informationexchanges and active assistance on internet content. In 2015 EC3 has been flanked
by the so-called Binternet referral unit^ (EU IRU) at Europol, in order to Bcombine the
expertise of both EC3 and Europol’s counter terrorism unit … to support the Member
States in their endeavour to tackle online terrorism propaganda^ ([101], 4). The unit
should identify extremist online content, coordinate with national authorities on the
respective recommended course of action (monitor or takedown), and make corresponding suggestions to private internet service providers and social media companies.
The first months of operation of the new unit appear to have been comparatively
successful, with a reported cooperation rate of 88 % of private industry with regard to
flagged problematic content. 64 Officially, the EU maintains that the decision to take
down content remains with the respective private company that hosts the content.65 Yet
61

Austria, France, Germany, Italy, Spain, the Netherlands and the UK
http://sgocnet.org/site/wp-content/uploads/2014/06/08_ReitanoEtAl_pp142-154.pdf
http://www.theguardian.com/technology/2014/sep/01/europol-taskforce-cybercrime-hacking-malware
https://www.europol.europa.eu/content/expert-international-cybercrime-taskforce-launched-tackleonline-crime
http://www.scmagazineuk.com/europol-plans-more-malware-takedowns/article/396089/
https://www.clearswift.com/blog/2014/07/25/why-joint-cybercrime-action-taskforce-positive-europe
http://www.computing.co.uk/ctg/news/2348940/europol-cybercrime-head-international-public-privatecollaboration-the-one-true-way-to-stop-cyber-criminals
63
http://www.scmagazineuk.com/j-cat-operations-to-continue/article/422464/
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EU DOC 6785/16, p. 35
65
http://www.adjacentgovernment.co.uk/ict/european-union-internet-referral-unit-europol/23582/
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the high rate of compliance, as well as the related national experience of similar units,
most notably the UK Counterterrorism Internet Referral Unit - which served as the
organisational model for the IRU - suggest that the respective partnership with private
industry is increasingly structured.66 For instance, UK authorities have been awarded
so-called Bsuper-flagger^ status by platforms such as Youtube, which exemplifies the
regularisation of this kind of cooperation.67
The IRU is already connected to the wider BEU-level Forum with IT companies^,
which since late 2015 unites major players, such as Google, Facebook, Microsoft and
Twitter to improve their cooperation with content control measures, but has been
criticized by NGOs for a lack of transparency and wider participation. 68 These
initiatives also build on the previous European efforts, the so-called BCheck-the-Web^
portal hosted at Europol since 2008 and the 2010 ‘CleanIT’ project that sought to build
links between the private sector and public sector and to draft shared ‘best practices’ in
addressing ‘terrorist use of the internet’. 69 This led to the so-called European Joint
Initiative on Internet Counter Terrorism (EJI-ICT) to develop another network of
national contact points for content monitoring. However, already the CleanIT project
drew heavy criticisms from civil rights organizations70 that highlighted the extremely
vague and encompassing proposals for delegating tasks of internet filtering and monitoring to private companies.
Already since the mid-2000s, the EU funded various Internet contact points for the
takedown of content as part of the EU Safer Internet programme, which mainly focus
on child sexual abuse. This Programme officially already addressed material that is
Bcelebratory, trivializing or inhumane representations of violence [and] material inciting
violence for racial or national reasons and glorifying war, propaganda material of
unconstitutional organisations.^ 71 Moreover, the EU Safer Internet Program was
intended as a means for private sector organisations to take responsibility and engage
with civil society in supporting the police and ensuring a swift takedown of content. Yet
instead of clarifying the legal basis or the precise partnership model for such kind of
PPPs for content controls, the current focus on online terrorist activities has led to a
further period of experimentation with new initiatives such as the IRU, where mutual
responsibilities and risks remain unclear.

Conclusion
This article has aimed to provide a nuanced, more focused, yet nonetheless critical
reading of PPPs for cybersecurity. To begin with, it is clearly necessary to sharpen our
conceptual language and to map the diversity of public-private interactions with regard
to the complex notion of cybersecurity. The resulting heuristic typology showed, firstly,
that partnerships only constitute one part – albeit a key one - of the wider governance
processes in this field. In particular, it is helpful to distinguish general policy
66
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https://edri.org/european-internet-forum-untransparent-and-dangerous/
69
http://www.cleanitproject.eu/about-the-project/
70
https://edri.org/CleanIT-evaluation/
71
http://www.fsm.de/hotline
67
68

A typology of cybersecurity and Public-Private Partnerships

283

coordination and shared rule-setting for cybersecurity between public and private actor,
which may be termed co-regulation, from other forms of cooperation that are rather
focused on implementation or operational tasks, such as information exchange and
mutual assistance with regard to specific threats. Secondly, the proposed typology
underlined the diversity of private stakeholders or communities of practice that contribute to cybersecurity at different technical or logical levels. While it is obvious that
owners of critical information infrastructures differ from IT security companies or
internet service providers, it has been instructive to compare these different communities across the varied task of public-private interactions for cybersecurity. Such a
crosscutting overview underlines that PPPs for cybersecurity often remain at the level
of rhetoric and do not correspond to the interest of many private entities. Due to a
variety of conflicting interest, blame shifting and cost considerations, one can rather see
a trend to more regulatory governance, which is a familiar feature from other economic
sectors. Overall, the heuristic typology helped to categorise and differentiate different
forms of PPPs for cybersecurity, and to formulate some basic expectations about their
prospects, obstacles and possible normative concerns.
The second empirical part of this article applied this heuristic framework about PPPs
for cybersecurity to the case of the EU. At the technical and infrastructural levels, we
could identify an extension of consultation and co-regulation processes under the
leadership of ENISA, whereas broader and more operational notions of PPPs for
cybersecurity revealed their limits. Aside from the discontinuation of the so-called
E3PR public private partnership for resilience, CERTs have rather moved in the
direction of stand-alone public capacities for operational cybersecurity. However, the
activities of EUROPOL demonstrate that other forms public-private cooperation and
partnership for cybersecurity are expanding fast. In particular, the areas of information
exchange on illegal content, as undertaken via the new Internet Referral Unit, and of
operational assistance with regard to cybercrimes and –threats, as undertaken via the
EC3, are currently ill understood.
While one can refer to a wider a debate on the problems of Bvoluntary^ content
control, or filtering, on the internet, we have almost no insights into other forms of
PPPs for addressing cybercrimes. The mentioned J-CAT Task Force in the EC3 is
explicitly designed to take on criminal prosecutions, but also regularly exchanges
information with private actors. This underpins the recent statement in the European
Agenda on Security, where PPPs are linked with the ambition to develop a Bnew
approach to law enforcement in the digital age^ ([20], 20). But despite its evident
sensitivity, this Bnew approach^ is nowhere debated in public and rather emerges from
diffuses practice of security authorities, supported by private companies that have a
direct commercial interest in touting their security expertise and products. While the
unavoidability of such collaboration is persistently repeated, it is entirely unclear
whether this is actually the case or whether this new approach masks shifts in law
enforcement operation and collaboration that would otherwise be impossible.
In sum, flexible and operational PPPs for cybersecurity may have their constructive
uses, such as in the case actions against transnational botnets, but the generally illdefined forms of cooperation should us give pause – even if this article has sought to
provide some more focus on the use of the term PPP. One fundamental problem is that
the terms ‘cyber’ and ‘security’ can be defined to encompass most areas of human life.
Therefore, it needs to be spelt out more precisely how PPPs for cybersecurity can be
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combined and balanced with other normative principles on transparency, accountability, privacy and other civil and human rights that the EU officially endorses with regard
to internet governance [102, 103].
In particular, many of the highlighted developments and initiatives for PPPs can be
seen as piecemeal policy developments in relation to different crises, perceived security
threats and stakeholder communities. On the one hand, the proposed typology underlines the use for a functional differentiation and tailored instruments for different
aspects of cybersecurity. On the other hand, it remains essential for public authorities
to keep a wider perspective on the overarching orientation, attribution of responsibilities and legitimate bases for security provision. This concerns, for instance, more
hidden, but dynamic developments within professional communities and specialised
agencies, as in the case of the EC3.
Aside from general normative debates, we need deeper operational insights into
operational cybersecurity PPPs to disentangle the respective power-relations and problems. Conventional PPPs often include contractual arrangements on profit and economic risk sharing, while there are wider debates on appropriate standards for public
accountability. In the area of cybersecurity, other forms of risks and responsibilities
beyond timely construction or reliable service provision have to be considered. Governments are also increasingly able to exert pressure to obtain ‘voluntary’ cooperation
from business, as illustrated in the controversial area of content control, where various
commentators suspect a deliberate blame-shifting strategy of public actors [104]. But
when dealing with new or advanced cyber threats, public actors often enter these
partnerships as the weaker partner, reliant on specialised IT companies to define the
level of vulnerability and appropriate countermeasures. The mentioned Memoranda of
Understanding of the EC3 can provide a focal point to test this assumption, as well as to
discern the solidity of public criminal prosecution in pragmatic cooperation networks.
These memoranda and other related contractual arrangement for PPPs for cybersecurity
should be made public as far as possible, which – in light of their general framework
nature – should be possible without endangering specific operations against cyber
threats. Finally, we would argue that the proposed typology may also be applied
beyond the case of the EU, and prepare the ground for more systematic and comparative analyses of appropriate governance frameworks for public private interactions and
partnerships for cybersecurity.
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